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We have compiled some resources, advice, and relevant policy information for faculty facing targeted
harassment and threats to their personal safety as well as their employment and academic freedom. If
you have been personally harassed, doxxed, or threatened by anyone inside or outside Penn, please
reach out to AAUP—Penn colleagues and to relevant offices; don’t face it alone. If a chair or administrator
attempts to sanction you for extramural or intramural speech, please contact us immediately.

Resources for Faculty Facing Targeted Harassment

Dealing With Harassing Emails and Direct M (PEN America)

Documenting Online Harassment (PEN America)

Equality Labs Anti-Doxxing Guide

AAUP National: Fighting Targeted Harassment of Faculty and What You Can Do About
Targeted Harassment

Faculty First Responders (developed with the support of AAUP National)

Online Harassment Legal Basics 101 (PEN America)

Philadelphia Bar Association Lawyer Referrals and Information Service

General Advice

e Keep an incident log with dates and times, type of communication, location or context,
details of what occurred, and documentation including screenshots of emails or social
media messages, your own transcripts of conversations or verbal threats, etc.

e If you are receiving harassing emails or voicemails, remove your public contact
information from Penn’s online directory and from department websites
Change all passwords and use two-factor authentication where possible
Never reply to abusive or threatening emails
On social media, do not engage with “trolling” comments (intended to provoke you or to
stoke outrage against you); block and report abusive accounts

e |[f you are being harassed on social media, consider locking your account or editing
privacy settings to limit who can view your profile, who can tag or message you, etc.

e Archive disturbing emails instead of deleting; you can create a folder in your email client
so that you don’t have to look at them but can preserve evidence if needed

e Set up afilter or a “rule” in your mail client that will automatically move messages from
certain senders or containing certain phrases to a designated folder

e If you need to show someone (such as your chair, an administrator, AAUP, a lawyer, etc.)
a threatening email, take screenshots instead of forwarding it directly
If needed, have a trusted friend screen your email for you to spare you distress
Consider removing your publicly available data from online people-finder services
Notify your department chair or program director and trusted colleagues if you are being
harassed so that they can be prepared to defend you, and so they will not be caught off
guard by misinformation about you from outside sources

e Faculty members who are being individually targeted or threatened should contact both
our chapter’s Executive Committee (aaup.penn@amail.com) and the national office of



https://docs.google.com/document/d/15n7nmzCqDOPc52n9LHozDuaQwBzLRNIjYzUCFx5M0FM/edit
mailto:aaup.penn@gmail.com
https://onlineharassmentfieldmanual.pen.org/dealing-with-harassing-emails-direct-messages/
https://onlineharassmentfieldmanual.pen.org/documenting-online-harassment/
https://www.equalitylabs.org/wp-content/uploads/2023/10/ADVANCE-COPY_-EQUALITY-LABS-ANTI-DOXING-GUIDE-FOR-ACTIVISTS-3.0.pdf
https://www.aaup.org/issues/fighting-targeted-harassment-faculty
https://www.aaup.org/issues/targeted-harassment/what-you-can-do-about-targeted-online-harassment
https://www.aaup.org/issues/targeted-harassment/what-you-can-do-about-targeted-online-harassment
https://facultyfirstresponders.com/
https://onlineharassmentfieldmanual.pen.org/online-harassment-legal-basics-101/
http://www.philadelphiabar.org/
https://www.upenn.edu/directories/
https://docs.google.com/document/d/1ud1ILFkIG0BeLX9jlzJMxCPm8-cSeqPjU60nkhUPYA8/edit
https://docs.google.com/document/d/1ud1ILFkIG0BeLX9jlzJMxCPm8-cSeqPjU60nkhUPYA8/edit
https://www.tomsguide.com/reference/how-to-opt-out-of-data-broker-and-people-finder-services
mailto:aaup.penn@gmail.com

Penn

AAUP (academicfreedom@aaup.org) for advice and support, especially if your
department or the administration has taken action against you

Offices and Relevant Policies

Penn Support Services for Online Harassment (via Public Safety; N.B.: This is the
University’s recommended procedure and may be relevant for credible threats of
personal violence, though AAUP—Penn leaves it to the judgment of faculty whether or
not it is wise to involve law enforcement)

Report Online Harassment Form (goes to various Penn offices depending on the issue)

Penn Policy Against Retaliatory Action

QCeaUre overning o4l Ol aken Again

Academic Freedom and Responsibility

Equal Opportunity and Affirmative Action Policy
Nondiscrimination Statement

Policy Prohibiting Workplace Violence
Confidentiality of Employee Records

Pennsylvania State Defamation Law



mailto:academicfreedom@aaup.org
https://www.publicsafety.upenn.edu/news/support-services-online-harassment/
https://upenn.co1.qualtrics.com/jfe/form/SV_9zTAMyGB8UNnMjA
https://www.hr.upenn.edu/policies-and-procedures/policy-manual/other-policies/policy-against-retaliation
https://almanac.upenn.edu/archive/v44pdf/insert2.pdf
https://catalog.upenn.edu/pennbook/open-expression/#text
https://catalog.upenn.edu/faculty-handbook/ii/ii-a/
https://catalog.upenn.edu/pennbook/equal-opportunity-affirmative-action-policy/
https://catalog.upenn.edu/pennbook/nondiscrimination-statement/
https://catalog.upenn.edu/faculty-handbook/vi/vi-j/
https://catalog.upenn.edu/faculty-handbook/v/v-b/
https://www.dmlp.org/legal-guide/pennsylvania-defamation-law

